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WARNING!
base unit before installation. If the 
CAN-bus connected, choose the vehicle 
model code.

WARNING! The installation locations of 
the base unit and system elements must 
meet their temperature, dust- and 
moisture-protection characteristics. The 
base unit and blocking relay are 
designed to operate at temperatures 
from -40°C to +85°C, the degree of 
protection is IP54.

WARNING! The base unit must be placed 
vertically or horizontally, do not cover 
the front side of the unit (the side with 
the «Pandora» sign).
WARNING! All wireless accessories from 
the kit are already paired with the base 
unit. The maximum number of paired 
Bluetooth accessories is 14.

WARNING!  Fixate the protective cap
using clamps when the installation is 

wires with the insulating tape.
WARNING! All power circuits of 
additional devices that are not powered 
through the base unit of the system 
should have their own fuses.

IT IS FORBIDDEN to install the system 
on a vehicle with normal voltage other 
than 12V.
IT IS FORBIDDEN to install the system 
with damaged output cables.

IS FORBIDDEN to change or bypass original 
fuses of a system in the installation process.
IT IS FORBIDDEN to install the temperature 
sensor at the place where temperature is 
higher than the operating range of the 
sensor (+125°C) and cable (+80°C).

WARNING! Do not shield 
the built-in antenna when 
installing the system and 
additional devices. Keep 
minimum distance of 2 cm 
between the modules
and metal parts.
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Micro-USB connector
This connector is used to con�gure and update the system with Pandora Alarm Studio or Pandora 
Specialist App. 

Main cable
The main cable contains low-current programmable channels: inputs «INP» and outputs «CH» with a 
preset logic. Changing the preset logic is available in the system settings «Inputs and outputs» or «Time 
channels» menus. Additionally, in the «Input settings» submenu the «INP» channels can be reassigned 
from the normally open type «NO» (the system reacts to the appearance of the potential corresponding 
to the scheme) to the normally closed type «NC» (the system reacts to the disappearance of the 
potential corresponding to the scheme).
• Wire №1 | Red | POWER SUPPLY (+12V) 10A — System power supply. It should be securely 

connected to the reliable conductor with a constant voltage of +12V. The wire is equipped with a 
10A fuse.

• Wire №2 | Black | GROUND (-) — ground. It should be connected to a vehicle grounding spot (-). 
This wire should be connected FIRST during the installation.

• Wire №3 | White — channel for connecting of the external temperature sensor, default logic is 
«Engine temperature sensor». It is connected to the red wire of the sensor, the black wire of the 
sensor is connected to the ground (-).

• Wire №4 | White/red | LED/VALET — channel for connecting the external VALET button. It is 
connected to the red wire of the external button.

• Wire №5 | Yellow | (+) | INP1 — default setting is positive status «Ignition» input. It is connected to 
the ignition switch or other wire, where +12V appears when the ignition is turned on and does not 
disappear until the ignition is turned o�. This input is mandatory for connection.

• Wire №6 | Green | 200mA (-) | INP2/CH4 — default setting negative status «NC blocking» output. 
Channel for controlling the blocking relay with a normally closed contact group (the channel is 
enabled when: the system is armed and ignition being switched on, the system is disarmed but the 
Immobiliser or Anti-hi-Jack mode is enabled and the ignition being switched on).

• Wire №7 | Grey | 200mA (-) | CH1/INP4 — default setting negative status «Clutch» input. Is used 
for system arming/disarming in the presence of authorization devices (see 1.2.4 setting «Arming/
disarming by clutch lever»). It is connected to the wire what becomes grounded when the clutch 
lever is pressed.

• Wire №8 | Orange/black | CAN-L  — digital bus «CAN-Low». It is connected to the corresponding 
CAN-Low wire of the vehicle. Before connecting the digital bus, you must select the vehicle model 
(model code). Information available on www.loader.pandorainfo.com and in the Pandora Specialist 
App and Pandora Alarm Studio.

• Wire №9 | Orange | 6A (+12V) | CH7 — default logic is «Turn indicators». Connect this wire to (+) 
control wire of the left or right turn indicators. The wire is equipped with a 7.5A fuse.

• Wire №10 | Orange | 6A (+12V) | CH6 — default logic is «Turn indicators». Connect this wire to (+) 
control wire of the left or right turn indicators. The wire is equipped with a 7.5A fuse.

• Wire №11 | Purple | 2A (+12V) | CH5 — default logic is «Siren». Connect this wire to +12V wire 
of the siren. When using owner’s authorization devices and Immobiliser or Anti-hi-Jack modes, it is 
recommended to set both «Siren» and «Beeper» logic in the settings.

• Wire №12 | White/Green | LED/VALET — channel for connecting the external VALET button. It is 
connected to the black wire of the external button.

• Wire №13 | White/blue | (+) | INP3 — default logic is «Brake». Connect this wire to a wire where 
+12V appears when the brake pedal or lever is pressed.

• Wire №14 | White/brown | 200mA (-) | CH2/INP5 — default logic is «Trunk». Connect this wire to a 
wire that becomes grounded when the pannier opens. It is necessary to change the input type from 
NO to NC in the «Inputs settings» if a magnetic reed sensor is used.

• Wire №15 | Brown | 200mA (-) | CH3/INP6 — default logic is «Trunk». Connect this wire to a wire that 
becomes grounded when the pannier opens. It is necessary to change the input type from NO to NC 
in the «Inputs settings» if a magnetic reed sensor is used.

• Wire №16 | Orange/black | CAN-H — digital bus «CAN-High». It is connected to the corresponding 
CAN-High wire of the vehicle. Before connecting the digital bus, you must select the vehicle model 
(model code). Information available on www.loader.pandorainfo.com and in the Pandora Specialist 
App and Pandora Alarm Studio.

PROGRAMMING THE SYSTEM

System settings and parameters can be con�gured using the Pandora Alarm Studio and Pandora 
Specialist application. Some functions can be con�gured only by the programming menu of the system. 
It is required to put the system to programming mode to get access to the settings.

Entering/exiting programming mode
You can enter the programming mode only if the base unit is powered form a USB cable or the main 

power supply is connected, the ignition is o�, the system is disarmed and Service mode is o�. 
To enter programming mode, enter the «Service PIN-code» (default value is 1-1-1-1) using an 

external VALET button or the VALET button located on the base unit.

!  IF YOU DON’T HAVE THE «SERVICE PIN-CODE», YOU CAN ENTER PROGRAMMING MODE USING THE «SECRET PIN-CODE» WRITTEN 
ON THE OWNER’S CARD. IT IS FORBIDDEN TO DAMAGE THE PROTECTIVE LAYER OF THE «OWNER’S PERSONAL CARD» - THE INFORMATION 
UNDER THE PROTECTIVE LAYER OF THE CARD IS INTENDED ONLY FOR THE OWNER OF THE SYSTEM. WHEN THE OWNER COMPLAINS ABOUT 
THE ERASED PROTECTIVE LAYER, THE SYSTEM IS REINSTALLED AT THE EXPENSE OF THE INSTALLER.

The system stops to execute commands when it is in programming mode. Therefore, exit 
programming mode after changing settings and parameters of the system. 

To exit programming mode, use one of the following methods:
• Press and hold the VALET button for more than 10 seconds;
• Turn on and then turn o� the ignition when a USB cable is disconnected and the main power supply 

of the system is connected;
• Disconnect the power supply (main and USB power supply).
The system will reboot programmatically (all changes will be saved) after exiting programming 

mode. All ways to exit programming mode are accompanied by sound signals of the siren and light 
signals of the LED indicator. The light signals indicate the number of paired control devices.

!  SEE THE «CHECKING THE NUMBER OF PAIRED DEVICES SECTION OF THE USER MANUAL FOR DETAILED DESCRIPTION.

Pandora Specialist application

The Pandora Specialist mobile application (Android only) is 
available for system con�guration:
• Download and install the Pandora Specialist mobile app (scan the 

QR-code or go to the Google Play app store);
• Connect the system and mobile device using USB cable or 

Bluetooth connection.

Bluetooth connection
• Enter the programming level №50;
• Open the mobile app, go to «Advanced 

mounting», when choose «Bluetooth»
• Choose the system in a search �eld; 
• When changing the settings enter the 

«Service PIN-code» (default value is 1-1-1-1).

!  AFTER THE SETTINGS WERE MADE DELETE THE MOBILE 
DEVICE FROM THE SYSTEM MEMORY BY ENTERING 
PROGRAMMING LEVEL №50

USB connection
• Connect the USB-OTG adapter to your 

smartphone or tablet;
• Connect the USB cable to the system;
• Connect the USB-OTG adapter to the USB 

cable;
• Open the mobile app, go to «Advanced 

mounting», when choose «USB-OTG»;
• Enter the «Service PIN» (default value is 1-1-1-1).

!  USB-OTG ADAPTER IS NOT INCLUDED IN THE SET. CAN BE 
ORDERED  SEPARATELY .

Рandora Аlarm Studio
The Pandora Alarm Studio allows you to change the main settings and parameters of the 

system, update �rmware, download installation manuals. A current version of the Pandora Alarm 
Studio can be downloaded from pandorainfo.com. The Pandora Alarm Studio is provided only to 
authorized installers of Pandora systems.

• Download the Pandora Alarm Studio to a PC with Windows XP/Vista/7/8/10.
• Run the Pandora Alarm Studio;
• Connect the system to the PC via a USB cable;
• Put the system to the programming mode;
• The Pandora Alarm Studio will automatically connect to the system and you will be able to con�gure 

settings and update �rmware.

Pandora Specialist
• Open the «Check �rmware» menu and select 

one of the update options («Download 
�rmware» - upload �rmware �le from a 
server, «File manager» - upload previously 
downloaded to the device memory �le);

• Select �rmware and press the «Update» 
button to upload �rmware to the base unit.

Pandora Alarm Studio
• Open the «Update Software» window and 

select one of the update options («Load from 
�le» – upload �rmware �le from a PC folder, 
«Firmware archive» – upload �rmware from a 
server to «Firmwares» folder);

• Select �rmware and press the «Update» 
button to upload �rmware to the base unit.

It is recommended to update �rmware of the base unit before installing and programming the system.

It is required to exit programming mode after settings were changed or �rmware was updated.

!  IF THE BOOT MODE HAS BEEN INTERRUPTED FOR SOME REASON AND THE STATUS INDICATOR LIGHTS RED, YOU NEED TO LOAD 
FIRMWARE USING QUICK BOOT MODE (WITHOUT ENTERING THE PIN-CODE). OPEN THE PANDORA ALARM STUDIO OR PANDORA 
SPECIALIST APPLICATION; DE-ENERGIZE AND DISCONNECT THE SYSTEM; PRESS AND HOLD THE VALET BUTTON LOCATED ON THE BASE 
UNIT; RELEASE THE BUTTON IMMEDIATELY AFTER CONNECTING THE USB CABLE; THE SYSTEM WILL ENTER BOOT MODE.

Programming table

FUNCTION VALET BUTTON

№0 – Entering a level
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H3

H3

H3

H5H3

H10

№2 – Changing the Service PIN-code

№4 – Reset to the factory settings

№10.1.1 – Pairing a radio tag BT760 / BT770 / BT780
№10.1.2 – Pairing a radio tag BT760 / BT770 / BT780 
№10.1.3 – Pairing a radio tag BT760 / BT770 / BT780

№10.2.1 – Pairing a  D030 / D035 / Band / Watch2
№10.2.2 – Pairing a  D030 / D035 / Band / Watch2
№10.2.3 – Pairing a  D030 / D035 / Band / Watch2

№10.3.1 –  Pairing a door sensor DMS-100BT
№10.3.2 –  Pairing a door sensor DMS-100BT
№10.3.3 –  Pairing a door sensor DMS-100BT
№10.3.4 –  Pairing a door sensor DMS-100BT
№10.4.1 – Pairing a radio relay BTR-101
№10.4.2 – Pairing a radio relay BTR-101

№10.6 – Pairing an additional device RHM-03BT / PS-331BT / PS-332BT

№10.7 – Pairing an additional device

№10.8 – Pairing a telemetry module Pandora Eye Pro / NAV-X

№10.9 – Pairing a GPS-receiver NAV-035 BT

«Immobilizer PIN-code»

№10.11 – Pairing an RF module RFM-470

№13 – Emergency deactivating/activating code immobilizer
             function (pin-to-drive)
№15 – Emergency deactivating/activating authorization
             devices (immobilizer, Anti-hi-Jack)

№50 – Pairing a mobile phone

№100 – Exit the programming menu

DeleteLevel Update

P – press X times              H – hold for X sec            – 1 sec pause    • – without a pause

Level №0 – Entering a level
Enter programming mode, enter the «Service PIN-code» (default value is 1-1-1-1) using an external 

VALET button or the VALET button located on the base unit. After entering programming mode, the 
system waits for level input – «Level 0 Entering a level». Enter a desired level using the VALET button (see 
the programming table) to change settings or parameters:
• To enter a level («Level №1...№17»), press (P) the VALET button the number of times equals to the 

desired level number (1...17), pauses between presses should not exceed 1 second. The system 
will con�rm correct input with red LED �ashes and short sound signals of the Siren and proceed 
to the desired level.

• For quick access to the higher level, press and hold (H) the VALET button. The siren will sounds 
tone beeps (up to 10). These sounds means the sequence number of a two-digit level number 

(the �rst signal – level №10, the �fth signal – level №50, the tenth signal – level №100). Release the 
VALET button immediately after the desired number of signal. To enter an intermediate level (Level 
№11…№18), press the VALET button the number of times equals to the second digit (1…8) of the 
desired level number immediately after releasing the button. The system will con�rm correct input 
with red LED �ashes and short sound signals of the Siren and proceed to the desired level.

Level №2 – Changing the Service PIN-code
Prepare a new value of the «Service PIN-code», it should consist of 4 digits (from 1 to 9). Write down or 
remember the new PIN-code.
Enter the programming level №2:
• Enter the �rst digit of the code using the VALET button. Press the button the number of times equals 

to the �rst digit. Pauses between presses should not exceed 1 second, every pressing will con�rm 
with an orange LED indicator �ash. Pause for more than 1 second and a red LED indicator �ash with a 
sound from the Siren con�rm the input of the �rst digit. Then you can enter the next digit;

• Enter the other numbers in the same manner. The input of the fourth number will be con�rmed by 
the series of red and green LED indicator �ashes and the series of sound signals of the Siren. The 
system will wait for PIN-code re-entering;

• Enter all four digits again.
• If you correctly enter the «Service PIN-code» twice, the indicator will produce the series of red and 

green �ashes and the Siren will produce the series of sounds, the new PIN-code will be recorded, the 
system will return to the programming level №0.

• In case of the incorrect code, input the indicator will be lit red and the Siren will sound a long beep, 
the system will not change the code and will return to the programming level №0.

Level №4 – Reset to the factory settings
The procedure recovers the factory settings of the system without deleting previously registered 

devices (tags, mobile device, relays, etc.) that is stored in the non-volatile memory.
Enter the programming level №4:

• Press and hold the VALET button for more than 4 seconds. Release the button after a sound of the 
Siren. The system will con�rm the resetting to the factory settings with a long red �ash of the LED 
indicator. After that, the system will reset the settings to default and return to the programming 
level №0.

Level №10 – Manage Bluetooth devices / Firmware Update 

!  ALL ADDITIONAL DEVICES INCLUDED IN THE SYSTEM SET ARE PAIRED WITH THE SYSTEM. THE MAXIMUM NUMBER OF PAIRED

 

BLUETOOTH DEVICES MUST NOT EXCEED 14.
ALL FUNCTIONS OF THIS LEVEL ARE AVAILABLE IN THE PANDORA SPECIALIST APP WHEN USING A BLUETOOTH CONNECTION.
FOR THE MANAGEMENT OF THE ADDITIONAL DEVICES GO TO «ADVANCED MOUNTING» -> «PAIRING/UNPAIRING DEVICES».
FOR THE FIRMWARE UPDATE OF THE ADDITIONAL DEVICES GO TO «ADVANCED MOUNTING» -> «SYSTEM DEVICES».
FOR A DETAILED DESCRIPTION OF PAIRING PROCEDURE FOR SPECIFIC DEVICE CHECK IT’S MANUAL ON WWW.PANDORAINFO.COM. 

This level is used to pair/remove/update additional devices of the system. Each device is paired at 
a sublevel. To pair devices of the same type, a sublevel is divided into cells. To enter a sublevel or a 

cell of sublevel make a pause for more than 1 second, then press (P) the VALET button the number of 
times equals to the desired sublevel or cell number: «Level №10» (1sec) «Sublevel 1…10» (1sec) «Cell 
of sublevel 1…4». 

PAIRING/DELETING AN ADDITIONAL DEVICE
Each sublevel or cell displays it’s current state by a color of the LED: green light means the system is 
ready for pairing, red light means a device has been already paired and it is required to delete it for 
pairing a new device. To delete a device, press and hold the VALET button for 3 seconds (4 orange 
�ashes of the LED, or 3 sound signals of the Siren). The system will be in pairing mode for 1 minute.
After a minute or immediately after pairing a device, the system will automatically enter the 
programming level №0.

PAIRING RADIO TAGS BT760/BT770/BT780
• Enter the programing level №10.1.1…3.
• If the LED is green, the system is ready for pairing.
• Press and hold button on a tag until the 6 �ashes of the tag status indicator, release the button ;
• The system will con�rm pairing with a sound signal from the Siren and the LED will light red.
• The system will enter the programming level №0.

PAIRING PANDORA BAND
• Enter the programing level №10.2.1…3.
• If the LED is green, the system is ready for pairing.
• Press and hold button on the Band for 6 seconds;
• The system will con�rm pairing with a sound signal from the Siren and the LED will light red.
• The system will enter the programming level №0.

PAIRING DOOR SENSOR DMS
• Enter the programing level №10.3.1…4.
• If the LED is green, the system is ready for pairing.
• Open the plastic case of the sensor carefully and insert a battery inside.
• The system will con�rm pairing with a sound signal from the Siren and the LED will light red.
• The system will enter the programming level №0.

PAIRING A SIREN PS
• Enter the programming level «Pairing an additional device RHM-03BT/PS-331BT/PS-332BT» (level 

№10.6);
• System is ready for pairing, the LED lights green;
• Put a magnet on the selected zone and connect the power supply, the siren will be paired with the 

system;
• The system will con�rm pairing with a sound signal from the Siren and the LED will light red.
• The system will enter the programming level №0. 

UPDATING FIRMWARE OF AN ADDITIONAL DEVICE
• To update �rmware of an additional device, enter the «Level №10» «Sublevel» or «Cell» corresponding 

to an additional device. The LED will light red after entering. Press and hold the VALET button for 5 
seconds until 6 orange �ashes of LED indicator or 5 sound signals of the Siren. Open the Pandora 
Specialist or Pandora BT app, go to «Search device» screen and select the device and then select one 
of the update option:

• INTERNET – It allows you to upload �rmware from a server.
• FILE MANAGER – This function is available only for Android devices. It allows you to upload �rmware 

from the phone storage.

The level is divided into 3 sublevels
Selecting buttons
The system will automatically enter the sublevel 11.0 (Selecting buttons) after entering the level 

11. The system will wait for buttons pressing. Each pressing will be con�rmed with an orange �ash 
of the LED. You can turn on the ignition (the system will stay in programming mode). The system can 
determine buttons via analog «Code Immobiliser 1» and «Code Immobiliser 2» inputs .

After selecting active buttons, press the VALET button to enter the sublevel 11.1 (Entering the PIN-code).
Entering the PIN-code
Program the Immobiliser deactivation PIN-code using the selected button or buttons on this 

sublevel. The code can consist of one or more memory cells, each memory cell can store a sequence of 
pressing each of the selected Immobiliser buttons.

 The code is entered by pressing the selected buttons for at least 1 second. Each pressing is con�rmed 
with an orange �ash of the LED. A pause for more than 1 second and the red LED con�rms the input for 
the current memory cell, you can start entering the next memory cell. After entering the code, press the 
VALET button to enter the next sublevel 11.2 (Con�rmation of the PIN-code input).

Con�rmation of the PIN-code input
• Con�rm the entered PIN-code on this sublevel. Repeat the procedure described above and press the 

VALET button. The system will compare two inputs after that.
• If you correctly enter the code twice, the indicator will produce the series of red and green �ashes 

and the Siren will produce the series of sounds, the new code will be recorded, the system will return 
to the programming level №0.

• In case of the incorrect code input the indicator will be lit red and the Siren will sound a long beep, 
the system will not change the code and will return to the programming level №0. 

Level №13/№15 – Emergency deactivating/activating authorization devices and 
functions
See the detailed description in the «Control of the system in case of emergency» section. 

Level №50 – Pairing a mobile phone
See the detailed description in the «Mobile application» section.

Level №100 – Exit the programming menu
To exit the programming menu, press and hold the VALET button for more than 10 seconds until the 
tenth sound signal of the Siren or until a red �ash of the LED. The system will exit programming mode 
and will reboot programmatically.


