
Pandora would like to thank you for choosing our 
service-security system

Pandora Primo is a car service-security system, built for cars with on-
board voltage of 12V.

It is a complex engineering product, which includes unique and modern 
software and hardware solutions. When building the Pandora Primo we were 
using the most up-to-date electronics from world’s best manufacturers. The 
device is built using high-precision mounting and control machinery, thus we 
guarantee highest possible quality, reliability and stable technical characteris-
tics for the whole operation period.

Elegant and advanced technical design and unique ergonomic interaction 
algorithms that are used in the Pandora Primo allow enhancing your car with 
fantastic set of intuitive and useful functions.

This device has limited external factors resistance. It should not be subjected to water beyond occasional splatter, or operated in 
temperatures outside -40° to +80° C range.

Our web site: www.pandorainfo.com
Customer support: support@pandorainfo.com

WARNING! It Is stRoNGly AdvIsed to hAve pRofessIoNAl cAR mechANIc 
INstAllING the system. ANy cAR electRoNIcs INstAlleR should be Able to 
INstAll the pANdoRA pRImo usING INstAllAtIoN scheme IN thIs mANuAl 
ANd pANdoRA specIAlIst softWARe. most feAtuRes ARe hIGhly depeNd-
eNt oN competeNt INstAllAtIoN. ouR systems ARe thoRouGhly tested foR 
quAlIty, so If A feAtuRe fAIls to pRoduce expected Result, most lIkely the 
pRoblem Is IN ImpRopeR INstAllAtIoN.

Product is in conformity with Electromagnetic Compatibility
Directive EMC 2004/108/EC and R&TTE Directive 1999/5/EC
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System set

Base unit 1
Immobilizer tag 2
Blocking relay 1
Cable with vaLET button 1
user installation manual 1
Personal owner’s card 1
Beeper (compact sound emitter) 1
Main cable 1
Fastening kit 1 
Packaging 1

mANufActuReR ReseRves the RIGht to chANGe set ANd coNstRuctIoN of the 
pRoduct to ImpRove Its techNoloGIcAl ANd opeRAtIoNAl pARAmeteRs WIthout 
NotIfIcAtIoN.
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SYSTeM FeaTUReS

Base unit
•	 Integrated 2.4 GHz module with support of Bluetooth 5.0
•	 Built-in integral accelerometer for determining motion/shock/tilt with 

adaptive processing algorithm and sensitivity controls
Built-in micro-usB port
•	 Integrated temperature sensor (interior temperature)
•	 Dialog coding of control commands with 128-bit encryption keys (a key is 

changed each time an additional device is recorded)
•	 Individual “secret PIn-code”,  changeable “service PIn-code” and “Immobi-

lizer PIn-code” 

Control and monitoring
Control of the vehicles zones depends on the type of connection and system 
settings, original car operation and trim.

analog connection – It is a direct connection of analog inputs and outputs 
to electrical circuits of a vehicle in accordance with a connection diagram.

Digital connection – It is a connection to digital (Can) buses. It allows 
reading information (statuses) and controlling vehicles (commands) by digital 
buses of the vehicles. The detailed information about digital protocols is avail-
able on loader.pandorainfo.com. The declared statuses may not be available 
for certain vehicle trims. 

Built-in sensors – These sensors are integrated in the base unit. The sensors 
perform control and protection of the vehicle. additional connections are not 
required

additional sensor (*optional) – External additional sensors are connected 
to the base unit.
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security zones

• • •* Interior temperature (status)

• •* Engine temperature (status)

• •* Outside sensor (status)

• voltage of the on-board circuits (status, security zone – alarm 
level)

• shock sensor (security zone – alarm and warning level)

• Motion sensor (security zone – alarm level)

• Tilt sensor (security zone – alarm level)

• •* OE alarm system status via Can,  additional sensor, 
(status, security zone – alarm and warning level)

• • Turning ignition on (status, security zone – alarm level)

• • Opening doors, separate indication for each door via Can 
(status, security zone – alarm level)

• • Opening a trunk (status, security zone – alarm level)

• • Pressing brake (status, security zone – alarm level)

• • Engine operation control - RPM (status)

• • Position of a gearbox selector/handbrake(status)

• “Parking light is not turned off” notification

Control (Commands)

• • Central lock

• Car original alarm system

• • Trunk

• • Turn lights

• • Closing windows

• Can •* Engine pre-heaters
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arming mode
The arming mode monitors security zones and provides engine blocking. If one 
of the security zones is triggered, the system will record this event in its non-
volatile memory, activate the alarm or warning mode and inform an owner 
with an indication of the zone. If the system is armed, the engine is running, 
and one of the security zones is triggered, the system will stop the engine.

arming/disarming, alarm mode and warnings are accompanied by sound 
and light signals. The system confirms arming with 1 sound signal and 1 flash of 
the turn indicators. The system confirms disarming with 2 short sound signals 
and 2 flashes of the turn indicators. If one of the security zones is opened, the 
system will produce 4 warning sounds and 4 flashes of the turn indicators at 
the moment of arming. The system will also produce 4 warning sounds and 4 
flashes of the turn indicators at the moment of disarming if there were alarm 
events during the armed period. The system activates light and sound signals 
for 30 seconds in the alarm mode. The alarm signals can be cancelled by an 
arming or disarming command. If a warning zone is triggered, the system will 
produce 1 sound signal and 1 flash of the turn indicators.

If one of the security zones fails, the system will forcibly turn off this zone. 
If a switch triggers more than 9 times in a row, it will be disabled until the next 
arming. The shock/tilt/motion sensor is temporarily deactivated (15 sec.) if it 
has been triggered more than 3 times in a row.

Multi-button code immobilizer
Multi-button code immobilizer (pin-to-drive) is a function that allows disarm-
ing, disabling blocking and controlling service mode and time channels using 
original vehicle controls (button, lever or pedal) and a pre-programmed PIn-
code (the “Immobilizer PIn-code”). The function works using special analog 
inputs or digital buses of a car.

an example of using the function:
Turn on the ignition to disable engine blocking or service mode, turning on the 

ignition is not required if you want to disarm the system or control time channels.
Enter the “Immobilizer PIn-code”. Press a programmed button/lever/pedal 

the number of times equals to the first digit. Pauses between presses should not 
exceed 1 second. More than 1 second pause will be interpreted as the start of 
the next digit input. The immobilizer code can consist max of 4 digits from 1 to 9.
•	 Turn on the ignition to disable engine blocking or service mode, turning 
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on the ignition is not required if you want to disarm the system or control 
time channels.

•	 Enter the “Immobilizer PIn-code”. Press a programmed button/lever/pedal 
the number of times equals to the first digit. Pauses between presses should 
not exceed 1 second. More than 1 second pause will be interpreted as the 
start of the next digit input. The immobilizer code can consist max of 4 digits 
from 1 to 9.

•	 The system will confirm the correct input by a sound signal of the beeper 
and a programmed function will be performed.
 

Note! It Is RequIRed to mAke AddItIoNAl coNNectIoNs ANd settINGs to use 
thIs fuNctIoN.

Immobilizer mode
When switching on the ignition, a base unit of the security system performs 
a search for immobilizer tags in radio zone.  If no radio tags are detected at 
the time of switching on the ignition, the system will block the engine. Engine 
blocking will occur immediately or at the time a motion sensor detects move-
ment, it depends on the system settings.

WARNING! If the system does Not RecoGNIze A RAdIo tAG, the beepeR WIll 
emIt 5 souNd sIGNAls WheN the IGNItIoN Is tuRNed oN, thIs WIll RepeAt 5 
tImes. check A RAdIo tAG bAtteRy, move A tAG (It Goes to the sleep mode 
WheN It RemAINs motIoNless ANd the IGNItIoN Is off. A buIlt-IN AcceleRom-
eteR hAve to RecoGNIze movemeNt to ActIvAte A tAG).

Note! thIs mode Is eNAbled by defAult. use the pANdoRA specIAlIst to eN-
Able/dIsAble thIs mode.

anti-Hi-Jack mode
The anti-Hi-Jack mode helps to prevent aggressive seizure of a car using de-
layed engine blocking on door opening. Every time on opening/closing a door 
when the ignition is on, the system requests a response from a radio tag using 
a unique algorithm. after a door was opened while the ignition is on, if the 
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system cannot detect a radio tag, the engine will be stopped after 1 minute 
(general safety requirement). The siren will play the ‘EnGInE BLOCKInG WaRn-
InG’ ringtone before blocking. The engine will be blocked immediately or at 
the time the car starts moving, it depends on system settings. Blocking will be 
disabled if the system detects a radio tag.

Note! thIs mode Is dIsAbled by defAult. use the pANdoRA specIAlIst to eN-
Able/dIsAble thIs mode.

 
anti-Hi-Jack 2 mode
The anti-Hi-Jack-2 mode helps to prevent aggressive seizure of a car using 
delayed engine blocking on radio tag disappearance. The system constantly 
requests a response from a tag using a unique algorithm when the ignition is 
on. If the system cannot detect a radio tag, the engine will be stopped after 1 
minute (general safety requirement for car movement). The siren will play the 
‘EnGInE BLOCKInG WaRnInG’ ringtone before blocking. When warning signals 
end, the system will block the engine. Engine blocking will occur immediately 
or at the time the car starts moving, it depends on block implementation and 
system settings.

Note! thIs mode Is dIsAbled by defAult. use the pANdoRA specIAlIst to eN-
Able/dIsAble thIs mode.

IMMOBIlIZeR RaDIO TaG

Radio tag is a control device of security and anti-theft functions of the system 
used for concealed carrying. The tag is used to authorize an user in the radio 
coverage zone of the base unit for such modes as “Immobilizer”, ”HandsFree”, 
”slave”.

The tag has a control button for arming/disarming and switching on and off 
the service mode. a built-in motion sensor allows the tag to go into energy sav-
ing mode when there is no movement. The tag also has a LED indicator ”sEnD”. 
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•	Control	button

•	Built-in	LED	indicator	“SEND”

•	Built-in	accelerometer

•	Battery	CR	2032	

•	2.4	GHz	radio	frequency	(dialog	encryption	AES-128)

•	Bluetooth-protocol	   

Functions of the button

aCTIOn FunCTIOn

  - briefl y
(ignition is off )

arm/disarm

  - hold for 3 seconds
(system is disarmed)

activate/deactivate service mode

  - hold for 6 seconds Pair a tag with the base unit

  - hold for 10 seconds Firmware update

SEND
LED indicator

Control button

 WARNING!  It Is 
Not RecommeNded 
to plAce the tAG 
NeXt to metAl 
objects, mAGNetIc 
ANd electRoNIc 
devIces(mAGNetIc 
ANd cRedIt cARds, 
phoNes, keys, 
key fobs, etc.) 
foR coRRect op-
eRAtIoN. do Not 
eXpose the tAG 
to hIGh tempeRA-
tuRes, moIstuRe. 
It Is RecommeNded 
to plAce the tAG 
oN the belt oR IN 
the fRoNt pocket 
of youR clothING
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light indication of SeND leD

sIGnaL DEsCRIPTIOn

1 fl ash arming/disarming
Confi rmation of arming
Low battery level (when installing a battery)

2 fl ashes Confi rmation of disarming

3 fl ashes Battery is charged (when installing a battery)

faded Battery is discharged (when installing a battery,
when pressing the button)

Replacing an immobilizer tag battery
•	 unscrew the screw with a Philips PH00 screwdriver (fig.1);
•	 slide the battery cover in the direction shown by the arrow (fig. 2);
•	 Remove the battery and install a new one in accordance with the correct 

polarity;
•	 The sEnD indicator will produce 3 red lights if a quality battery is installed;
•	 assemble the tag in the reverse order.
•	 The tag can be operated as usually after finishing the procedure.

Battery
CR 2032

(-) side

SEND – three �ashes

-
СR2032

fi g.1

fi g.2
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Updating firmware of the tag
•	 Run the mobile app Pandora specialist.
•	 Press and hold the button on the radio tag until the 10th flash of the SEND 

indicator, then release the button.
•	 select the found device in the app and select one of the update option: 

InTERnET – firmware will be uploaded by an internet connection. FILE 
ManaGER – firmware will be uploaded from the phone storage (only for 
android). 
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MOBIle aPPlICaTIONS

The mobile application Pandora Connect for android and iOs devices is a serv-
ice application to control and manage the system state via the Bluetooth con-
nection. The mobile device must be paired with the system (see the “Installing 
the app” section).

Note! the system suppoRts oNly oNe mobIle devIce

Installing the app
Download the mobile app from your device’s app store: 
•	 app store (iOs);
•	 Google Play (android).

Enter the system programming mode and pair your phone with the system
Enter the system programming mode after installing the app and make the 
pairing procedure.

Pairing a mobile device
To pair a mobile device:

I. EnTER THE PROGRaMMInG MODE
To enter the programming mode, enter the “service PIn-code” using the 

vaLET button (factory pre-set is “1-1-1-1”). Entering the “service PIn-code” (see 
the “Control over the system in case of emergency” section). 

II. EnTER THE “PaIRInG a MOBILE DEvICE” PROGRaMMInG LEvEL  
Press and hold the vaLET button for 5 seconds until the fifth sound signal 

of the beeper or the fifth orange flash of the LED). Release the button after the 
fifth sound signal. The system will enter the “Pairing a mobile device” program-
ming level. The LED indicator will light green after entering the level, it means 
the system is ready for pairing.

III. PaIR a MOBILE DEvICE 
switch on the Bluetooth on your phone. Run the Pandora Connect app and 

go to the “settings->Bluetooth control->Bluetooth devices” screen. The appli-
cation will search for the system via a Bluetooth connection. select the found 
system (“Pair”), the system and the mobile device will be automatically paired. 
It will be confirmed with a sound signal of a siren and red and green flashes of 
the LED indicator.  
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Iv. ExIT THE PROGRaMMInG MODE  
To finish the pairing procedure, exit the programming mode - switch on 

the ignition and then switch it off.

Note! If A mobIle devIce hAs beeN AlReAdy pAIRed, It WIll be deleted WheN 
you eNteR thIs level. WheN you oveRWRIte the sAme devIce IN the system mem-
oRy, you should delete the bluetooth coNNectIoN oN youR mobIle devIce.  
 
Note! If theRe Is No AutomAtIc pAIRING, eNAble the “pIN Request foR phoNe 
pAIRING” Item IN the “RAdIo tAG ANd mobIle devIce fuNctIoNs” settINGs ANd 
mAke the pAIRING pRoceduRe AGAIN. A mobIle devIce WIll Request A pIN-code 
(fActoRy pRe-set Is 0-0-1-1-1-1 WheRe 4 lAst dIGIts ARe the “seRvIce pIN-
code”.

Using the application
Run the application when you are near the system in the Bluetooth radio range. 
The application will automatically detect your system and will open the main 
screen with the connected system.

Note! the pAIRed mobIle devIce cAN be used As AN oWNeR AuthoRIzAtIoN de-
vIce foR the “ImmobIlIzeR”, “ANtIhIJAck”, “hANdsfRee” modes. It Is RequIRed 
to mAke AddItIoNAl settINGs to ActIvAte thIs fuNctIoN. 
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The main screen contains the following infor-
mation and functions:

I  EvEnT HIsTORy - provides access to event 

II  vEHICLE – displays current status informa-
tion about the vehicle and system.

Note! If you WANt to chANGe vehIcle type 
oR ApplIcAtIoN theme, Go to settINGs->App-
>coNtRol

System modes:

    system is armed                       system is  
         disarmed

 service mode is enabled          system is in programming mode

1  Doors

2  Front hood 

3  Trunk

 Ignition

 Brake pedal 

 Engine is running 

 Interior/engine temperature

 shock sensor 

 Tilt sensor  

 Motion sensor

 additional sensor

 On-board voltage 

    Fuel level 
 

 Outside temperature

13:51 Armed
In slave mode

13:50 Disarmed
In slave mode

13:50 Armed
with remote

13:50 Alarm 
passenger door

13:49 Disarmed
with remote

SI
M

12,5V

78°

40%

36°

20:22

12,5V

78°

40%

36°

SI
M

12,5V

78°

40%

36°

My car
20 oct. 20:22  • Armed

18°18°

13:51 Armed
In slave mode

I

I

II

III
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Vehicle and system statuses: 

III  COnTROL BuTTOns – this panel is used to control a system using but-
tons. To activate or deactivate a function, press and hold the button until the 
scale is fully loaded.

Control buttons

      arm/Disarm buttons                 Engine preheater control button
 

      Time channel control buttons          Trunk control button

              PanIC mode button              service mode button 

               update current state button

Note!  you cAN chANGe buttoN lAyout IN the settINGs->coNtRol buttoNs.
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CONTROl OVeR THe SYSTeM

arming
 To arm the system when the ignition is off, use one of the methods described 
below. The system will confirm the command receiving with 1 short sound sig-
nal and 1 flash of turn indicators. 

SlaVe mode
This mode allows arming using special analog inputs or digital connections to 
a car. To arm the system, shortly press the “Lock” button on an original remote 
control or use a sensor/button on a door handle (for cars with an intelligent 
access system). 

Note! AddItIoNAl settINGs oR coNNectIoNs ARe RequIRed foR thIs mode.

Mobile application
Open the mobile application. When the system is active, press and hold the 
button  on the control panel until the scale is fully loaded

Radio tag
a radio tag must be in the Bluetooth coverage area. shortly press the control 
button on the tag.

HandsFree mode
Move with a remote tag (or a paired mobile phone) away from your vehicle 

Note! AddItIoNAl settINGs ARe RequIRed foR usING the hANdsfRee mode WIth 
A mobIle phoNe.

Doors are locking     

System is arming
1 �ash

1 �ash1x

 
SLAVE
HANDS FREE
MOBILE APP
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ValeT button
Press and hold the vaLET button for 3 seconds. The system will be armed in 30 
seconds. The LED indicator is lighting red during the countdown.

There is an option in the system settings that allows to arm the system 
with disabled sensors (shock/tilt/motion and additional sensors). The setting 
“switch off sensors when arming using vaLET button” is available in the Pan-
dora specialist.

Disarming
To disarm the system, use one of the methods described below. The system 
will confirm the command receiving with 2 short sound signal and 2 flash of 
turn indicators.

If there were alarm events during the arming period, siren will sound 4 
times and turn signals will flash 4 times.

WARNING! It Is RecommeNded to use the “ImmobIlIzeR mode” ANd “pRo-
hIbIt dIsARmING WheN the tAG Is AbseNt” fuNctIoN to INcReAse ANtI-theft 
pRotectIoN. 

SlaVe mode
This mode allows disarming using special analog inputs or digital connections 
to a car. 

To disarm the system, shortly press the “unlock” button on an original re-
mote control or use a sensor/button on a door handle (for cars with an intel-
ligent access system).

 Note! AddItIoNAl settINGs oR coNNectIoNs ARe RequIRed foR thIs mode..

Doors are unlocking

System is disarming
2 �ashes

2 �ashes2x

 
SLAVE
HANDS FREE
MOBILE APP
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Mobile application
 Open the mobile application. When the system is active, press and hold the 
button  on the control panel until the scale is fully loaded. 

Radio tag
a radio tag must be in the Bluetooth coverage area. shortly press the control 
button on the tag.

HandsFree mode
 Move toward the vehicle with a remote tag (or a paired mobile phone) .

Note! AddItIoNAl settINGs ARe RequIRed foR usING the hANdsfRee mode WIth 
A mobIle phoNe.

ValeT button
Enter the ”secret PIn-code” (see  the ”Emergency disarming using the vaLET 
button” section).
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SeRVICe (ValeT) MODe
It is recommended to put the system into the service mode before handing 
it to a car service or valet parking. When this mode is switched on, security 
system stops interfering with built-in electronics and disables all functions to 
ease maintenance or parking.

To enable this mode, switch on the ignition, a radio tag must be in the cov-
erage zone, enter the “Immobilizer PIN-code” (if the “Code immobilizer” func-
tion is implemented) and use one of the methods described below: Switch on/
off the service mode using a phone and the Pandora Connect application
•	 To switch on the service mode, open the mobile application. When the sys-

tem is active, press and hold the button  on the control panel until the 
scale is fully loaded.

•	  To switch off the service mode, open the mobile application. When the sys-
tem is active, press and hold the button  on the control panel until the 
scale is fully loaded.

Note! IN oRdeR to chANGe buttoNs locAtIoN oR to Add A NeW buttoN oN the 
coNtRol pANel, pRoceed to the “settINGs” -> “ActIoN buttoNs”.

 Switch on/off the Service mode using a radio tag
•	 To switch on the service mode, press and hold the button on a radio tag for 

3 seconds. Release the button after 3 flashes of the LED of the radio.
•	 To switch off the service mode, press and hold the button on a radio tag for 3 

seconds. Release the button after 3 flashes of the LED of the radio tag.
•	 switch on/off the service mode using an immobilizer button
•	 To switch on the service mode, enter the “Immobilizer PIn-code” and press 

the immobilizer button 10 times within 20 seconds.
•	 To switch off the service mode, turn on the ignition and enter the “Immo-

bilizer PIn-code”.
Service mode indication
The system will confirm switching on the service mode with:  icon in 

the mobile application, with a long sound signal of a Beeper and the green LED 
indicator when the ignition is turned on.

The system will confirm switching off the service mode with: disappearing 
the  icon in the mobile application, two long sound signals of a Beeper 
and fading the green LED indicator when the ignition is turned on.



21usER ManuaL

Automatic exit from the Service mode 
The system can automatically exit the service mode when a vehicle starts 

moving and when an authorization device is in the coverage zone (radio tag, 
remote control, mobile device).

Note! No AddItIoNAl settINGs ARe RequIRed foR thIs fuNctIoN. check If the 
“speed” fuNctIoN Is suppoRted foR youR cAR heRe – loAdeR.pANdoRAINfo.com.

 

CONTROl OVeR THe SYSTeM IN CaSe OF eMeRGeNCY

emergency disarming using the ValeT button
In case you cannot disarm the system using a phone or immobilizer tag, the 
‘secret PIn-code’ can be used. The ‘secret PIn-code’ is written on the Owner’s 
personal card under the protective layer. The code must be entered only when 
the base unit is powered and the ignition is off. The PIn-code can be entered 
using an external or located on the base unit vaLET button. The digits input is 
indicated by an external or located on the base unit LED indicator.

WARNING! mAke suRe thAt the pRotectIve lAyeR oN the oWNeR’s plAstIc 
cARd Is INtAct AfteR AN INstAllAtIoN of the system. the plAstIc cARd holds 
the “secRet pIN-code” 
 
WARNING! cARefully Remove the pRotectIve lAyeR, do Not use shARp 
objects to AvoId dAmAGING of hIddeN INfoRmAtIoN uNdeR the pRotectIve 
lAyeR.

entering the PIN-code:

• ENTER THE FIRST DIGIT • Press the vaLET button the number of times, equals 
to the first digit. Pauses between presses should not exceed 1 second. Each 
pressing will be confirmed with an orange LED indicator flash. a pause for 
more than 1 second and, red LED indicator flash and a short sound signal of the 
beeper confirms the input of the first digit. Then you can enter the next digit.
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• ENTER THE SECOND DIGIT • Press the 
vaLET button the number of times, equals 
to the second digit. Pauses between presses 
should not exceed 1 second. Each pressing 
will be confirmed with an orange LED indi-
cator flash. a pause for more than 1 second 
and, red LED indicator flash and a short 
sound signal of the beeper confirms the in-
put of the second digit. Then you can enter 
the next digit.
• ENTER THE THIRD DIGIT • Press the vaLET 
button the number of times, equals to the 
third digit. Pauses between presses should 
not exceed 1 second. Each pressing will be 
confirmed with an orange LED indicator 
flash. a pause for more than 1 second and, 
red LED indicator flash and a short sound 
signal of the beeper confirms the input of 
the first digit. Then you can enter the next 
digit.
• ENTER THE FOURTH DIGIT • Enter the 
fourth digit of the code using vaLET button. Press the button the number of 
times, equals to the fourth digit. Pauses between presses should not exceed 
1 second. Each pressing will be confirmed with an orange LED indicator flash. 
after entering the fourth digit:
•	  If the PIn-code is correct, the system will be disarmed. It will be confirmed 

with the series of red and green flashes of the LED sound signals of the 
Beeper, two signals of the siren and two flashes of the light signalization

•	  If the PIn-codе is incorrect the system will stay in the previous state. new 
input can be attempted after 5 seconds. Incorrect PIn-code is indicated with 
a long red flash of the LED.

•	  If the system was disarmed and the ignition was off, it will enter the pro-
gramming mode after correct entering the “secret PIn-code”. Turn on the 
ignition to exit the programming mode.

leD

ValeT

2-2-2-2

PIN
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emergency control of the anti-theft functions
This section describes how to deactivate and activate anti-theft functions 

(Immobilizer and anti-Hi-jack), which use a radio tag, a remote control or 
a mobile phone as an owner authorization device, and “Code immobilizer” 
function, which uses standard car controls (buttons, levers, pedals) to enter the 
Immobilizer PIn-code.

  
emergency deactivation of anti-theft function
To temporarily deactivate the Immobilizer or Code immobilizer function 

(pin-to-drive), turn on the ignition when the system is disarmed. Enter the 
“secret code” from the Owner’s personal card using the vaLET button. The 
immobilizer functions will be deactivated by the time the ignition is turned off.

emergency activation/deactivation Immobilizer/Code Immobilizer functions
Emergency control of the anti-theft functions is possible only when the 

system is disarmed, the ignition is off, service mode is deactivated, a vehicle 
battery is charged. 

Enter the “secret PIn-code” or the “service PIn-code” (default value is 1-1-1-
1) to put the system in programming mode.

Pauses between presses should not exceed 1 second. Each pressing will be 
confirmed with an orange LED indicator flash. The system will confirm entering 
the 13th level with the red flashes of the LED and short signals of the siren/
Beeper.

• TO DEACTIVATE THE FUNCTION  – The LED indicator will be green after 
entering the programming level. The system will wait 10 seconds for entering 
the ‘secret PIn-code’. If the PIn-code is not entered within 10 seconds or the 
input is incorrect, the siren will sound one signal, the LED will produce the 
series of red and green flashes and the system will return to the programming 
menu. Enter the ‘secret PIn-code’ that is written on the Owner’s personal card. 
The system will confirm deactivating with two sound signals of the siren, a long 

To manage Immobilizer and anti-
Hi-Jack functions - after entering 
programming mode, press the vaLET 
button 13 times. 

To manage Immobilizer and anti-
Hi-Jack functions - after entering 
programming mode, press the vaLET 
button 15 times.  
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SYSTeM INSTallaTION

General installation requirements
•	 Install the base unit only inside car interior.
•	 Install securely each system’s component, as conditions of the car standard 

operation can harm functionality of the alarm system and cause damage to 
the car original systems, including the elements of safety in motion.

•	 The system installation should be performed when the system sockets and 
the negative battery terminal are disconnected.

•	 The base unit power supply should be switched off when connecting to 
Can-bus.

•	 The system installation can be performed via twisting together or via lead-
tin soldering followed by isolation of a switching place.

•	 When wiring, pay attention to sections and materials of switched conduc-
tors, if they are different, bring electrochemical potentials to the Primomal 
difference. The isolation should not allow for moisture to reach wiring, as 
the presence of moisture will increase electrochemical destruction of wires 
(this is especially important for the large current circuits).

•	 switched connections should be placed as high as it is possible in the cavi-
ties so water condensate will not form drops on the switching location.

•	 To avoid the destruction of compounds by car vibration, ensure that there is 
a bit of free length to the wiring, providing enough sagging.

•	 Do not allow wiring in places where the wires isolation can be destroyed 
by abrasion.

•	 Electronic system units should be placed sockets down and as high as pos-
sible to avoid condensate reaching electronic components through the 
socket.

•	 When installing base unit, secure it to the car body for correct operation of 
in-built shock sensor.

•	 all unused system wires during the installation must be insulated and se-
cured to prevent accidental touching of a car body or other wires.
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Wiring description
Wire №1 (White) — leD/ValeT. This wire connects to the red wire of the ex-
ternal vaLET button.

Wire №2 (Red-black) 200mА (-) INP6/CH6 — Factory setting is Beeper. This 
wire connects to the black wire (-) of the sound emitter Beeper. The red wire 
of the beeper connects to a reliable conductor with constant voltage of +12v. 

Wire №3 (Orange-white) CaN1-H — wire of digital bus Can1-High. It con-
nects to an appropriate Can-High wire of a car.

Wire №4 (Yellow-white) 200ma (-) CH2/CaN2-H — wire of digital bus Can2-
High. It connects to an appropriate Can2-High wire of a car. This channel can 
be assigned as an output, it will not work as a digital bus in this case.

Wire №5 (Gray) 200ma (-) CH1/ INP1 – Factory setting is “Code immobilizer”, 
see description in the “Programming the immobilizer PIn-code” section. 

Wire №6 (Green) 200ma (-) CH4/ INP4 — Factory setting is “nO blockage”. 
This wire is used to control a blocking relay with a normally open logic. This 
channel is activated (a relay is closed – blockage is not active) when the system 
is disarmed, ignition is switched on and a radio tag is in the coverage zone 
(immobilizer mode). 

Wire №7 (White-blue) (+) INP5 — Factory setting is “Brake pedal”. This wire 
connects to a brake pedal switch where +12v voltage appears when the pedal 
is pressed (stop lights wire).

Wire №8 (Black) (-) — Ground. This wire must be connected to the ground of 
a car. This wire must be connected first during installation.

Wire №9 (Blue) CH3 — leD/ValeT.  This wire connects to the black wire of the 
external vaLET button.

Wire №10 (Brown-white) 200ma (-) CH3/INP3 — Factory setting is “Front 
hood”. This wire connects to appropriate wire that becomes grounded when 
the front hood opens.



28 PanDORa PRIMO CaR sERvICE-sECuRITy sysTEM

Wire №11 (Orange-black) CaN1-l — wire of digital bus Can1-Low. It con-
nects to an appropriate Can-Low wire of a car.

Wire №12 (Yellow-black) 200ma (-) CH5/CaN2-l — wire of digital bus Can2-
Low. It connects to an appropriate Can2-Low wire of a car. This channel can be 
assigned as an output, it will not work as a digital bus in this case.

Wire №13 (Blue-black) 200ma (-) CH7 — Factory setting is “Turn lights”. This 
wire connects to a hazard flashers button of a car.

Wire №14 (Yellow) (+) INP2 — Factory setting is ”Ignition” input. This wire 
connects to an appropriate wire where 12v voltage appears when ignition is 
switched on. If there is no ignition status in a Can-bus, this input must be con-
nected. 

Wire №15 (Purple) 2А (+) CH8 — Factory setting is “siren”. It connects to a 
siren control wire (+).

Wire №16 (Red) (+) — power supply of the system “+12v”. It must be con-
nected to a reliable conductor with constant voltage of 12v.
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SYSTeM CONFIGURaTION aND PROGRaMMING

system settings and parameters can be configured using the Pandora 
specialist application. some functions can be configured only by the program-
ming menu of the system. It is required to put the system to programming 
mode to get access to the settings.

entering the programming mode
you can enter the programming mode only if the base unit is powered 

form usB socket or from an external power supply, the ignition is off, the sys-
tem is disarmed and the service mode is switched off.

Enter the programming mode by entering the ‘service PIn-code’ (factory 
preset is 1-1-1-1). The PIn-code should be entered using an external or located 
on the base unit vaLET button. The input is indicated by flashes of an external 
or located on the base unit LED indicator. 

The system stops to perform control commands while it is in the program-
ming mode.

Note! see the “coNtRol oveR the system IN cAse of emeRGeNcy” sectIoN foR 
descRIptIoN of the pIN-code eNteRING pRoceduRe. 
 
Note! If theRe Is No ‘seRvIce pIN-code’, you cAN eNteR the pRoGRAmmING 
mode usING the ‘secRet pIN-code’ WRItteN oN the oWNeR’s cARd

WARNING! It Is pRohIbIted to eRAse the pRotectIve lAyeR oN the oWNeR’s cARd. 
the INfoRmAtIoN oN the cARd Is INteNded oNly foR the oWNeR of the system. 

exiting the programming mode
There are several ways to exit the programming mode:
switch on the ignition
Press and hold the vaLET button more than 10 seconds (until a siren sound)
Disconnect power of the base unit (disconnect the main power supply and usB)
The system will reboot programmatically (all changes will be saved) after 

exiting programming mode. all ways to exit the programming menu are ac-
companied by sound signals of the siren and light signals of the LED indicator. 
The signals indicate the number of recorded control devices
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Note! see the “INfoRmAtIoN” sectIoN foR descRIptIoN of sIGNAls INdIcAtING 
the NumbeR of RecoRded coNtRol devIces

 
 
Pandora Specialist

The Pandora specialist allows configuring the main parameters of the sys-
tem, uploading firmware updates, downloading installation guides, making 
the “Pandora CLOnE” procedure. 

In preparation to programming, these stages should be followed:
•	 Install	 the	Pandora	Specialist	 to	 a	PC	with	 	Windows	 (64-bit	only)	or	 a	

smartphone;
•	 Start	the	Pandora	Specialist;
•	 Connect	the	system	and	PC	via	a	USB	cable;
•	 Enter	the	programming	mode	by	entering	the	service	PIN-code;
•	 The	application	will	automatically	open	the	settings	window.

It is recommended to update firmware of the base unit before installing and 
programming the system (actual version of the firmware you can download 
from pandorainfo.com or from the Pandora specialist). you can update firmware 
using the Pandora specialist application after entering the programming mode:
•	 Press the “update software” button and select a type of updating;
•	 “Load from file” – select previously downloaded firmware on your PC, 

“Firmware archive” -  firmware will be downloaded from a server to the 
“firmwares” folder.

•	 select a firmware file and press the “update”  button;

Exit the programming mode after changing the settings or updating firmware.

Note! If AN updAtING pRocess hAs beeN INteRRupted foR some ReAsoN ANd 
the stAtus INdIcAtoR lIGhts Red, you Need to use the “quIck boot mode” to 
uploAd fIRmWARe. opeN the AlARm studIo; de-eNeRGIze ANd dIscoNNect the 
system; pRess ANd hold the vAlet buttoN locAted oN the bAse uNIt; ReleAse 
the buttoN ImmedIAtely AfteR coNNectING the system ANd A computeR vIA usb 
cAble; the system WIll eNteR the boot mode.
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Programming menu
Enter the programming mode, enter the “service PIn-code” (default value is 
1-1-1-1), the system will wait for level input – “Level 0 Entering a level”. Enter 
a desired level using the vaLET button (see the “Programming levels table”) 
to change settings or parameters. . The system will confirm correct input with 
red LED flashes and short sound signals of the siren/beeper and proceed to 
the desired level.
an ExaMPLE 
•	 To enter a level (“Level №1…№17”), press (P) the vaLET button the number 

of times equals to the desired level number (1…17), pauses between press-
es should not exceed 1 second. The system will confirm correct input with 
red leD flashes and short sound signals of the siren/beeper and proceed 
to the desired level. To enter a sublevel or a cell of sublevel make a pause 
for more than 1 second (), then press (P) the vaLET button the number of 
times equals to the desired sublevel or cell number.

•	 For quick access to the higher level, press and hold (H) the vaLET button. 
The siren will sounds  tone beeps (up to 10). These sounds means the se-
quence number of a two-digit level number (the first signal – level №10, the 
fifth signal – level №50, the tenth signal – level №100). Release the vaLET 
button immediately after the desired number of signal. To enter an interme-
diate level (Level №11…№17), press the vaLET button the number of times 
equals to the second digit (1…7) of the desired level number immediately 
after releasing the button. The system will confirm correct input with red 
leD flashes and short sound signals of the siren/beeper and proceed to the 
desired level.
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Programming levels table
Function vaLET button

№0 – Entering a level Level Erase update

№1 – Pairing a remote control R-468BT/Watch2 P1 H3

№2 – Changing the service PIn-code P2

№3 – Recording the idle speed (rpm) P3

№4 – Reset to the factory settings P4 H4

№10.1.1 – Pairing a radio tag BT760/BT770/BT780 H1P1P1 H3

№10.1.1 – Pairing a radio tag BT760/BT770/BT780 H1P1P2 H3

№10.1.1 – Pairing a radio tag BT760/BT770/BT780 H1P1P3 H3

№10.3.1 – Pairing a door sensor DMs-100 BT H1P3P1 H3 H5

№10.3.1 – Pairing a door sensor DMs-100 BT H1P3P2 H3 H5

№10.3.1 – Pairing a door sensor DMs-100 BT H1P3P3 H3 H5

№10.3.1 – Pairing a door sensor DMs-100 BT H1P3P4 H3 H5

№10.4.1 – Pairing a radio relay BTR-101 H1P4P1 H3 H5

№10.4.1 – Pairing a radio relay BTR-101 H1P4P2 H3 H5

№10.5 – Pairing a mobile phone H1Р5

№10.6 – Pairing an engine compartment module 
RHM-03BT/Ps-331BT/Ps-332BT

H1P6 H3 H5

№10.7 – Pairing an additional device DI-04 
or BT-01

H1P7 H3 H5

№10.8 – Pairing a telemetry module Pandora Eye 
Pro / nav-x

H1P8 H3
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№10.9 – Pairing a GPs-receiver nav-035 BT H1P9 H3 H5

№10.10 – updating Bluetooth modem firmware H1P10

№10.11 – Pairing an RF module RFM-470 H1P11 H3 H5

№11 – Programming and configuring an 
“Immobilizer PIn-code”

H1•	P1

№13 – Emergency deactivating/activating code 
immobilizer function (pin-to-drive)

H1•	P3

№15 – Emergency deactivating/activating 
authorization devices (Immobilizer, anti-hi-Jack)

H1•	P5

№17 – Programming bypass of an original 
immobilizer

H1•	P7

№50 – Pairing a mobile phone H5

№100 – Exit the programming menu H10

Control by the vaLET button (see the  “Level №0 Entering a level” section)

P – press Х times  H – hold for  Х sec.
– 1 sec. pause   • – without a pause

Note! the AddItIoNAl devIces thAt ARe INcluded IN the system set hAve beeN 
AlReAdy RecoRded IN the system memoRy (see the “system set” sectIoN of the 
useR mANuAl).
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level №1 – Pairing a control device R-468BT/Watch2
Prepare to pair a Bluetooth device, turn the device on in accordance with its 

manual. The system will be in the remote controls pairing mode for 1 minute. 
after a minute or immediately after pairing a Bluetooth remote control, the 
system will automatically enter the programming level №0.

The LED indicator will show state of the memory cell: Green light means 
the cell is empty and the system is ready for pairing; red light means the cell is 
occupied, it is required to delete the current device to pair a new one. Press and 
hold the vaLET button for 3 seconds until the fourth orange flash of the LED to 
remove the previously paired device.

an example of pairing a R-468BT remote control:
•	 Enter the programming level №1. 
•	 If the LED is green, the system is ready for pairing.
•	 Press and hold 3 buttons of a remote control (arm/disarm/F) simultaneously 

for 1 second (until a short beep), then release the buttons.
•	 If pairing was successful, the LED will be red, the siren/beeper will sound a 

beep. The system will enter the programming level №0.

an example of pairing a Watch2:
•	 Enter the programming level №1. 
•	 If the LED is green, the system is ready for pairing.
•	 Go to the MEnu -> settings -> Bluetooth -> Car -> Pair in the Watch2 menu 

and wait for pairing.
•	 If pairing was successful, the LED will be red, the siren/beeper will sound a 

beep. The system will enter the programming level №0.

level №2 – Changing the factory preset of the service PIN-code
Prepare a new value of the ‘service PIn-code’, it should consist of 4 digits 

(from 1 to 9). Write down or remember the new PIn-code.
The system will enter ‘Changing the service PIn-code’ mode and the status 

LED indicator will turn off after entering the level.
Changing the ‘Service PIN-code’:

•	 Enter the first digit of the code using the vaLET button. Press the button a 
number of times, equals to the first digit. Pauses between presses should 
not exceed 1 second, every pressing will confirm with an orange LED indica-
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tor flash. a pause for more than 1 second and red LED indicator confirms the 
input of the first digit. Then you can enter the next digit;

•	 Enter the other numbers in the same manner. The input of the fourth 
number will be confirmed by the series of red and green LED indicator 
flashes. The system will wait for PIn-code re-entering;

•	 Enter all four digits again;
•	 If you were able to correctly enter the ‘service PIn-code’ twice, the indicator 

will produce the series of red and green flashes, the new PIn-code will be 
recorded, the system will return to programming mode. 

•	 In case of the incorrect code input the indicator will be lit red, the system 
will return to the programming mode.

level №3 –  Recording the idle speed (rpm) to the system memory
To timely turn off the starter during automatic or remote engine start via 

digital or analog tachometer input and the correct operation of the ‘smart 
Turbo Timer’, it is necessary to record the engine idle speed.

switch on the ignition and start the engine after entering this level of pro-
gramming (the engine should be warmed-up; idle speed should match the sta-
ble idle speed of the warmed-up engine). The system will confirm the presence 
of the idle speed status with green flashes of the LED indicator. Wait until the 
stable idle speed will be reached and save the changes by pressing the vaLET 
button. successful recording of the idle speed will be confirmed with the series 
of red and green flashes of LED indicator and a siren signal. The series of siren 
signals will indicate incorrect recording. The system will exit the programming 
menu and reboot after saving the idle speed.

level №4 – Resetting to the factory settings
The procedure recovers the factory settings of the system without deleting 

previously registered devices (remote controls, tags, mobile device, relays, etc.) 
that is stored in the non-volatile memory.

Press and hold the vaLET button for more than 4 seconds until a siren sig-
nal, then release the button. The system will confirm resetting to the factory 
settings with a long red flash of the LED indicator. after that the system will 
return to the programming mode.
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level №10 – Manage Bluetooth devices/Updating Bluetooth 
modem firmware
This level is used to pair/remove/update additional devices and to update 
Bluetooth modem of the system.

AteNtIoN! All fuNctIoNs of thIs level ARe AvAIlAble IN the pANdoRA 
specIAlIst App WIthout eNteRING the level №10. Go to the “AdvANced 
mouNtING”  -> “system devIces” to pAIR/delete ANd updAte AddItIoNAl 
devIces. Go to the “AdvANced mouNtING” -> “check updAtes” to updAte 
system fIRmWARe.

MaNaGe BlUeTOOTH DeVICe
Each device is paired at a sublevel. To pair devices of the same type, a sub-

level is divided into cells. To enter a sublevel or a cell of sublevel make a pause 
for more than 1 second (), then press (P) the vaLET button the number of 
times equals to the desired sublevel or cell number. 

Each sublevel or cell displays its current state by a color of the LED: green 
light means the system is ready for pairing, red light means a device has been 
already paired and it is required to delete it for pairing a new device. To delete 
a device, press and hold the vaLET button for 3 seconds (4 orange flashes of 
the LED). The system will be in pairing mode for 1 minute. after a minute or 
immediately after pairing a device, the system will automatically enter the pro-
gramming level №0

an example of pairing radio tags BT760/BT770/BT780:
•	 Enter the programming level №10.1.1…3. 
•	 If the LED is green, the system is ready for pairing.
•	 Press the control button on a tag and hold it for 6 seconds (6 flashes of the 

tag status indicator), release the button after the sixth flash. 
•	 If pairing was successful, the LED will light red and the siren/beeper will 

sound a beep. The system will enter the programming level №0.

an example of pairing door sensor  DMS-100 BT:
•	 Enter the programming level №10.3.1…4. 
•	 If the LED is green, the system is ready for pairing.
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•	 Open the plastic case of the sensor carefully and insert a battery into the 
sensor.

•	 If pairing was successful, the LED will light red and the siren/beeper will 
sound a beep. The system will enter the programming level №0.

an example of pairing a radio module  RHM-03 BT:
•	 Connect the wire 4 (Green) to wire 5 (Black). Connect them to ground (-).
•	 Enter the programming level №10.6 – “Pairing an engine compartment 

module”. The LED will light green or red
•	 Connect the wire 7 (Red) to +12v.
•	 If pairing was successful, the LED will light red and a siren/beeper of the 

base unit will sound a beep. The system will automatically enter the pro-
gramming level №0.

•	 Disconnect the wire 4 (Green) from the wire 5 and insulate all unused wires.

an example of pairing a radio relay  BTR-101:
•	 Connect the wire 1 (GROunD) to a grounded spot of a car.
•	 Enter the programming level №10.4.1 or №10.4.2. 
•	 If the LED is green, the system is ready for pairing*.
•	 Connect the wire 3 (PROGRaMMInG) to wire 4 (+12v POWER suPPLy). Con-

nect them to +12v.
•	 If pairing was successful, the LED will light red and the siren/beeper will 

sound a beep. The system will enter the programming level №0.
•	 Disconnect the wire 3 (PROGRaMMInG) from the wire 4 and insulate all un-

used wires. Connect the wire 4 to the ignition (+12v when ignition is on).

UPDaTING FIRMWaRe OF THe BUIlT-IN BlUeTOOTH MODeM/UPDaTING 
FIRMWaRe OF aN aDDITIONal DeVICe
To update firmware of the built-in Bluetooth modem, enter the “Level №10’” 
 “sublevel 10”.  To update firmware of an additional device, enter the “Level 
№10”  “sublevel” or “Cell” corresponding to an additional device. The LED will 
light red after entering. Press and hold (H) the vaLET button for 6 seconds. 
Open the Pandora specialist, go to “search device” screen and select the device 
and then select one of the update options:
InTERnET – It allows you to upload firmware from a server.
FILE ManaGER – This function is available only for android devices. It allows 
you to upload firmware from phone storage.
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level №11 – Programming the “Immobilizer PIN-code”
The level is divided into 3 sublevels (sublevel 11.1 – selecting buttons; sublev-

el 11.2 entering the PIn-code; sublevel 11.3 – confirmation of the PIn-code input).
The system will automatically enter the sublevel 11.1 (selecting buttons) 

after entering the level 11. The vaLET button is used to proceed to the next 
sublevels and to save the “Immobilizer PIn-code”

• №11.1 - Selecting buttons
The system will wait for pressing buttons after entering this sublevel. Each 

pressing of an active button will be indicated by an orange flash of the LED. you 
can turn on the ignition on this sublevel, the system will not exit the program-
ming mode (some buttons are active only when ignition is on). The system can 
determine active buttons via a digital bus of a car or via a ‘Code Immobilizer’ 
analog input.

• №11.2 - Entering the PIN-code
This sublevel is used to program the immobilizer deactivation PIn-code us-

ing the selected buttons. The code can consist of one or more memory cells, 
each memory cell can store a sequence of pressing each of the five selected 
immobilizer buttons. 

 The code is entered by pressing the selected buttons for at least 1 second. 
Each pressing is confirmed with an orange flash of the LED. a pause for more 
than 1 second and the red LED confirms the input for the current memory cell, 
you can start entering the next memory cell.

• №11.3 - Confirmation of the PIN-code input
Confirm the entered PIn-code on this level. Repeat the procedure de-

scribed above. The system will compare two inputs after that.
- The system will confirm the correct PIn-code with red and green flashes 

of the LED indicator and will memorize the PIn-code, and then the system will 
proceed to the programming mode awaiting level input.

- Incorrect confirmation is indicated with a long red flash of the LED indica-
tor, the system will cancel the input and return to the programming mode.
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level №13/№15 – emergency deactivating/activating 
authorization devices/functions

Note! see the detAIled descRIptIoN IN the “coNtRol oveR the system 
IN cAse of emeRGeNcy” sectIoN of the useR mANuAl.

level №50 – Pairing a mobile phone

Note! see the detAIled descRIptIoN IN the “mobIle ApplIcAtIoNs” sec-
tIoN of the useR mANuAl.

level №100 – exit the programming menu

To exit the programming menu, press and hold the vaLET button for more than 
10 seconds until the tenth sound signal of the siren/Beeper or until a red flash 
of the LED. The system will exit programming mode and will reboot program-
matically.
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INFORMaTION

Siren sound and turn indicators signals

Signal Description

alarm, PanIC mode Incessant sound and light signals for 30 sec

arming 1 sound and 1 light signals

Disarming 2 sound and 2 light signals

‘sensors triggered’ signal when 
disarming

4 sound and 4 light signals

‘sensors malfunction’ signal 
when arming

4 sound and 4 light signals

Warning level of a sensor is 
triggered

3 sound signals

Car search 5 sound and 5 light signals

Beeper sound signals

Signal Description

Enable the service mode 1 sound signal

Disable the service mode 2 sound signals

a battery in a radio tag is 
discharged

3 sound signals / 3 times

absence of a radio tag 5 sound signals / 5 times

Blocking warning Fast sound signals
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Meaning of the leD indicator colors
Indicator status Description

short red flashes system is armed

Fast red flashes alarm

Fast green flashes system is armed (a radio tag is in the coverage zone)

Lit red The system is preparing for automatic arming

Orange flash Confirms vaLET button press

Orange flashes (when 
switching on the ignition)

Confirms the number of recorded remote controls

Green flashes  (when switching 
on the ignition)

Confirms the number of recorded radio tags

Red flash
(when switching on the 
ignition)

Confirms the recorded mobile device

Red and green flashes PIn-code is confirmed

Faded The system is disarmed

Checking the number of recorded radio tags/mobile device 
The number of recorded remote controls/radio tags/mobile device can be 
checked by the number of green and red flashes of the LED indicator. The 
number of recorded remote controls/tags/mobile device can be checked when 
switching on the ignition (the system must be disarmed). The number of green 
flashes will indicate the number of recorded radio tags, a following red flash 
will indicate a mobile device is recorded.

you can also check the number of recorded tags and registered mobile de-
vice by taking off and putting back on battery terminal. The system will emit 
short sound signals from a siren with less than 1 sec. interval. The number of 
the signals equals to the number of recorded radio tags. after a pause of 2 
seconds the system signal will indicate registered mobile device.
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addition devices

Remote control R-468BT
•	 Integrated 2.4 GHz radio interface (Bluetooth 4.2 

Low Energy protocol)
•	 Built-in accelerometer
•	 3 control buttons
•	 Built-in LED
•	 CR 2032 battery 

Radio tag BT-760/BT-770/BT-780:
•	 Integrated 2.4 GHz radio interface (Bluetooth 4.2 

Low Energy protocol)
•	 Built-in accelerometer
•	 Built-in control button
•	 Built-in LED
•	 CR 2032 battery

Blocking radio relay BTR-101
Radio relay ВТR-101 is an additional Bluetooth device 
designed to increase the system security features. The 
device has small dimensions and works with the sys-
tem via a secure radio channel, which allows hidden 
installation. The relay provides additional protection 
against mechanical and electronic hacking for a ve-
hicle.

Main features:
Blocking controlled by the system and autono-

mous blocking in case of unauthorized movement.
application and operating principle:

The power supply and circuit to be blocked are con-
nected to the relay. The system controls the relay via a 
radio channel. 



43usER ManuaL

Door sensor DMS-1OO BT
DMs-100 BT is an additional Bluetooth device designed 
to increase the system security features. The device 
has small dimensions and works with the system via a 
secure radio channel, which allows hidden installation 
without additional power supply connections.

Main features:
The sensor sends the following information to the 

base unit: detection of shock and rotation, Hall effect 
sensor triggers, temperature.

application and operating principle:
The sensor can be installed on wagon, trailer doors. It 

has its own power source.

Radio module of engine compartment 
RHM-03 BT
This module is designed to simplify the system instal-
lation and wiring in the engine compartment module. 
The device has small dimensions and works with the 
system via a secure radio channel, which allows hid-
den installation. The module provides additional pro-
tection against mechanical and electronic hacking for 
a vehicle.

Main features:
Blocking controlled by the system and autono-

mous blocking in case of unauthorized movement; 
controlling front hood locks, siren and digital control 
of Eberspaeher and Webasto engine preheaters; The 
module also sends the following information to the 
base unit: temperature, hood switch status, engine 
preheater status.

application and operating principle:
The module is installed discreetly in the engine 

compartment. It has a temperature sensor, built-in 
normally closed relay, “opening/closing hood lock” 
outputs, siren output, digital LIn output for an engine 
preheater, hood switch input.
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Telemetry modules Pandora Eye Pro and NAV-X 
additional devices designed to extend the system 
function with telemetric and service functions by GsM 
and the Internet connection:

•	 GsM, phone calls
•	 pandora-on.com  - online service
•	 Pandora Connect - special mobile application 

for smartphones, tabs and smartwatches apple 
Watch, android Wear, samsung Gear s2/s3
ManaGE
arming/Disarming | Trunk | service mode | Engine 

Blocking
COnTROL
vehicle and system statuses | GPs-location | Track-

ing | “Listening” function
nOTIFICaTIOns
voice | sMs | PusH | E-mail

Gsm-modem (GpRs/sms/lbs) | NANo-sIm | Gps/Glo-
NAss-ReceIveR | bluetooth INteRfAce | mIcRophoNe | +12v 
poWeR supply | bAck-up bAtteRy (oNly foR pANdoRA eye pRo)| 
mIcRo-usb.
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System modules layout

ask an installer to mark system’s modules on the picture provided. This infor-
mation can be important for diagnostics in case system malfunctions.

1

2

3

Base unit 

vaLET button

Blocking relay
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WaRRaNTY OBlIGaTIONS

WARNING! We RecommeNd you to Ask AN INstAlleR to fIll out the IN-
stAllAtIoN ceRtIfIcAte ANd the WARRANty cARd. these documeNts mAy be 
RequIRed foR coNtActING the customeR suppoRt

Manufacturer guarantees correct operation of the service-security system if ex-
ploitation, installation, storage and transportation conditions described in this 
manual were met. The system should only be used according to installation 
scheme and user manuals.
The system is meant to be installed by the professional car electronics installers. 
The installer should fill in installation certificate that is included in this manual.
Parts malfunctioning during warranty period on the fault of the manufacturer 
should be repaired or replaced by the installation center of the manufacturer 
or by certified service center. List of certified service centers can be found on 
pandorainfo.com

The user loses the right for warranty services in the following cases:
•	 when warranty period expires;
•	 if exploitation, installation, storage or transportation conditions were not 

met;
•	 if there is mechanical damage of the external parts of the system after it 

is sold.
This includes: fire damage, consequential damage in case of car accident, ag-
gressive liquids and water seeping damage, damage caused by improper use;
•	 if the damage was caused with incorrect settings and parameter adjust-

ment;
•	 if system devices are replaced with any devices that are not recommended 

by the manufacturer;
•	 if manufacturer sealing is broken;
•	 if there is no properly filled warranty card and installation certificate.
Warranty period is 3 years since the moment of purchase, but no more than 3,5 
(three and a half ) years since the moment of production. This warranty does 
not include batteries of the remotes, as they have their own service lifetime. 
Maintenances and repairs of the system with expired warranty period are car-
ried out at the expense of the user on a separate contract between the user and 
the installer/service center.
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Installation certificate

I, the undersigned ______________________________________________
                                Position, name 

_____________________________________________________________
professional installer, certify, installation of the service-security system, 
described below was carried out by me according to manuals and schemes 
provided by the manufacturer.

Car specifications:

Car model ____________________________________________________________

Type ________________________________________________________________

ID number (vIn)_______________________________________________________

Registration number____________________________________________________

security system specifications:

Model Pandora Primo                                                                       

serial number_________________________________________________________

service center name, full address and installer’s stamp________________________

_____________________________________________________________

_____________________________________________________________

signature________________/___________________________/
                                                                                                signator
Work accepted______________/_________________________/
                                                                                                signator

Date “____“___________________20___y
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acceptance certificate 

Pandora Primo is in conformity with Electromagnetic Compatibility Directive 
EMC 2004/108/EC and R&TTE Directive 1999/5/EC.

serial number 

Date of production
                                                   
Responsible person’s signature

(stamp)

Packager 
signature (personal stamp)

Warranty card

Model Pandora Primo

serial number

Date of purchase «____» ______________________ 20____year

seller’s (installer’s) stamp

seller’s signature


